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THREAT AND RISK ASSESSMENT PROCESS 
 
Threat and risk assessments will typically involve the following: (the process is not limited to the following and is dependent on 
specific requests) 
 

THREAT RISK ASSESSMENT PROCESS 
STEP ACTION DESCRIPTION  

1 Initial Assessment  Establish the strategic, operational and risk context 

2 Asset Characterisation Asset ranking and critical point identification 

3 Threat Characterisation Threat source identification and ranking, threat source characteristics and threat 
source scenario selection 

4 Consequence Assessment Scenario critical point, risk scenario consequence and consequence-based 
prioritisation 

5 Vulnerability Assessment Key aspect and performance vulnerability, performance-based vulnerability 
assessment, vulnerability to risk scenarios 

6 Threat Likelihood Assessment Specific threat capability, target attractiveness as well as threat likelihood and 
prioritisation 

7 Risk Assessment Completion of risk assessment  

 
 
 
 
 
 

END 
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RISK MATRIX  
A risk assessment matrix is used to evaluate and prioritise risks based on the severity of their impact and 
likelihood: 

 

 
 
END 

Very High Immediate action required by by the executive with detailed planning, allocation of resources and regular monitoring 

High High Risk, senior management attention needed 

Medium Management responsibility must be specified  

Low Monitor and manage by routine procedures  

Very Low Managed by routine procedures  


